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FY 1986 ACTIVITIES AND ACCOMPLISHMENTS OF THE
DOE CENTER FOR COMPUTER SECURITY

Compiled by

i R« Bs Strittmatter

ABSTRACT

The Department of Energy (DOE) Center for Computer
Security (CCS8) at Los Alamos WNational Laboratory is
responsible for déveloping, collecting, organizing, and
disseminating comﬁuter security information to the DOE
and DOE contractors. This responsibility involves oper-
ations and‘fieldjsupport, computer security education
and awareness, and research and development. During
the .current fiscaj year, the Center completed the Link
ACE II, the DOE/CCS computer laboratory and Wide-Band
Security Test Bed, and the computer security products
database and its jmerger with the National Bureau of
Standard's databaée. Also completed was the implemen-
tation of the Data Encryption Standard on the Wide=Band
Communications Network.

I. INTRODUCTION

The Department of Ene#gy Center for Computer Security (DOE/CCS) at
Los Alamos Naticnal Laboraﬁory is responsible for developing, collecting,
organizing, and disseminatibg computer security information to the DOE and
DOE contractors. Fulfilliﬁg this responsibility involves operations and
field support, computer sechrity education and awareness, and research and
development. Particular accomplishments of the Center for +the current
fiscal year included the completion of the computer security products data-
base and its merger with t&e National Bureau of Standards (NBS) database,
completion of the Link Acce@s Control and Encryption (ACE) II, implementa-
tion of the Data Encryptiod Standard on the Wide-Band Communications Net-

work (WBCN), and completioﬁ of the DOE/CCS computer laboratory and Wide-
Band Security Test Bed (WBéTB). In addition, the Center has continued to



provide to DOE/OSS Headquarters computer security expertise for the Inspec-
tion and Evaluation (I&E) Standards and Criteria Committee.

Technical contributors directly associated with the Center for Compu-
ter Security include A. L. Baker, L. H. Baker, S. Bogenholm, B. W. Burnham,
W. Ford, J. F. Hafer, D. G. Harder, W. J. Hunteman, R. E. Lewis, T. G.
Marr, D. P. Martinez, L. Massagli, C. J. McHale, J. R. Phillips, S. T.
Smith, Re. M. Tisinger, all of group Q-4; and T. M. Boorman and W. M.
Robson, of group E-8.

The following individuals were not associated with the Center but con-
tributed to activities described in this report: D. L. M. Irion, J. E.
Coleman, W. T. Work, and K. E. Schommer, group O0S-4; F. C. Jahoda and P. R.
Foreman, group CTR-8; G. I. Chandler, group J-8; and J. J. Childers and
J. P. Manning of the EG&G Los Alamos office.

Center accomplishments for this fiscal year are summarized below in

the format of the Center's Tasking Statement.

II. OPERATIONS AND FIELD SUPPORT

A. Physical Center

Center personnel were moved to a central location where many of the
CCS resources will also be concentrated. This move into two adjacent
transportable buildings has provided secure space for the Center's VAX/750
secure computing system and office space for at least seven people. The
relocation not only will improve the efficiency of the overall program
operations but also will enhance the image of the CCS as a "“center" of
expertise in DOE computer security. The buildings are located within easy
walking distance of the CCS laboratory building, which houses the WBSTB.

Engineering studies of physical, environmental, and security require-
ments of the computer system to be housed at the site were completed.
The Laboratory Operational Security staff made preliminary assessments of
physical security and electrical emanations. Their suggestions are being
addressed in a draft security plan for the system that has been sulmitted
to the Laboratory Computer and Telecommunications Security group for ap-

provale.



B. Newsletter

A quarterly newslett@r, the "Center for Computer Security News," is
published by the CCS to ﬁrovide computer security education to computer
systems security officers RCSSOS) and others interested in computer secur-
ity. Recent issues reporﬂed on changes in DOE computer security manage-
ment, the Ninth DOE Computér Security Group Conference, and issuance of DOE
security guidelines and de%cribed computer security operations at various
DOE sites. The newsletter%has a circulation of about 800 readers through-
out the DOE complex. |

Ce Participation in the éOE Computer Security Conference

The Ninth DOE Comput%r Security Group Conference was held May 6-9,
1986, in las Vegas, Nevad%. This annual conference provides DOE and DOE
contractor personnel with % cost-effective forum for exchanging information
on computer security. Tﬁe Center planned, coordinated, and scheduled
speakers; published and ﬁistributed the preconference (proceedings; and
managed registration. Thﬁee Center members contributed technical papers

or presentations.

D. Interacting/Consulting with DOE Facilities

The CCS is continuaily interacting with DOE contractor personnel
regarding current and antﬂcipated site-gpecific issues and needs. These
interactions provide a brobd perspective on the current state of computer
security in the DOE. Thﬂs fiscal year, the CCS consulted with S8andia
National ILaboratories, Alﬁuquerque, on a CRAY-XMP/CTSS security test and
assessed computer securitijulnerabiiity at Pantex. Both activities were

performed under separate céntract to the Center.

E. Headquarters Assistande

Duane Harder was assigned as the Center liaison to Washington from
May 1985 to May 1986. Ali%e Baker succeeded him for one year starting in
June 1986. 3

The Center has contra#ted with BK Dynamics, Inc., for administrative,

technical, and programmatib support. Although this support is available



for all Center activities, it is principally for supporting the Center
representative at Headquarters, and assignments to BK Dynamics are made by

that person.

F. Product Database

The Center has compiled lists of computer security products and ven~
dors for the DOE computer security community. These lists cover a wide
range of commercial products designed to enhance the security of computer
systems. Although the products were selected primarily for use with small
systems, many can also be used with larger systems.

The Center obtained names of vendors from trade publications, publicly
available databases, and advertisements in newspapers and magazines, as
well as from personal contact with vendors. For every product listed, the
vendor was the source of the data. No attempt was made to test items to
verify performance, and their inclusion in this list does not constitute
endorsement by the DOE. Each product is listed only once under a product
type that most accurately represents its principal function.

The Center merged its DOE/CCS database with a similar product database
developed by the NBS. The merged database was delivered to NBS where it
will be maintained. As a result of this merger, vendors of 127 products
not contained in the DOE database but listed in the NBS database were con=-
tacted. The DOE database contained 104 products not listed in the NBS
database. The merged database contains approximately 400 products from

about 250 vendors listed under 42 product-type categories.

III. EDUCATION AND AWARENESS

A. Education Planning and Development

In line with providing computer security education to the DOE commu-
nity, the CCS developed a plan for a library of modules covering a wide
range of computer security topics. With this library, educational activ-
ities can be tailored to the needs of the individual DOE facility or con-
tractor, thus eliminating last-minute preparation of wvisual aids and pres-

entation outlines. 1In addition, the "top-down" design approach allows for



the modularization of the effort and the optimization of Center staff
members' time.

We have contracted with BK Dynamics to develop a revigsed CSSO class.
Course development by BK Dynamics will ensure timely availability of educa-
tion for the DOE communiﬁy while allowing optimum use of the remaining

Center resources.

B. Computer Security Enhancement Reviews

Computer Security Enh%ncement Reviews (CSERs) are routinely conducted.
In these informal, quick—c%eck reviews, Center experts evaluate a computer
security program for sigﬁificant vulnerabilities and quality of program
implementation. The CSERs are conducted in a nonthreatening mode; the
results of the CSER are no& documented outside the facility, nor are other
organizations or persons b#iefed on the results.

This fiscal year, CSE%S were conducted at

* Xnolls Atomic Powet Laboratory, November 5-8, 1985;

* Pantex, December 16—20, 1985; and

* TIdaho National Engineering Laboratory, April 14-25, 1986.

C. Presentations

Another avenue of co@puter security education and awareness includes
CCS presentations. Center staff made presentations to the Los Alamos
office of EG&G and the EG&G/Energy Measurements group at NTS.

IV. RESEARCH AND DEVELOPMENT

A. Clyde Audit Software Appraisal

One of the current problems in computer security within the DOE com-
munity is to develop a system for auditing computer system activity. The
Clyde Digital Systems (CDSl Company offers a product that performs an audit
function in the VAX/VMS environment. A number of facilities knew of this

product, and its suitability needed to be determined. The Center initiated

a performance appraisal toidiscover and document for the DOE the extent of

the audit available with &his product, its robustness, and the ease with



which the audit information can be managed. We negotiated with the CDS
company concerning the appraisal of their software and drafted a perform-
ance appraisal description encompassing testing of the audit product on

the recently completed DOE/CCS WBSTB. This draft description was circu-~

lated among technical staff of the Laboratory and the vendor. This activ-

ity was terminated because of CCS resource limitations.

B. Password Generator

We developed a specification for a password generator package.
The specification incorporates the DOE requirements for passwords and the

guidelines in the Department of Defense (DoD) Password Management Guideline

issued by the National Computer Security Center (NCSC) (CSC-STD-002-~85).

C. LAVA Development

We have been developing a methodology for performing automated wvul-
nerability assessments on systems that are characterized by a set of safe-
guards protecting a set of assets from a set of threats. This methodology
is called LAVA, an acronym for Los Alamos Vulnerability Assessment. LAVA
is a qualitative/quantitative methodology based upon classical probability
theory, decision theory, event-tree methods, fuzzy-set theory, utility
theory, and hierarchical multilevel system theory.

The LAVA vulnerability assessment is performed by a team of in-house
personnel. Median interactive time required for the assessment is 2 days.
We know that a risk analysis performed by some consulting organizations
has taken from 3 to 6 months and cost about $250K. 1In comparison with
these figures, LAVA's performance looks very good indeed; furthermore,
LAVA can be reused for as many analyses as are required.

Early in December 1985, 28 representatives of various government
agencies attended at Los Alamos the first workshop and training class in
LAVA. We used insights gained from the training workshop to restructure
and reorganize the LAVA questionnaire. In addition, we reviewed the ques-
tionnaire to ensure it addressed the same issues as are addressed by the
CSERs and the DOE Inspection and Evaluation reviews. As a result, we added

200 questions to the event-tree branches.



We established a ILAVA development team to produce version 1.0 of LAVA
for use in the field without extensive training and other support activ-
ities that were required in earlier versions. The development team de-
fined the components for vexsion 1.0, established the minimum hardware and
software configuration, and prepared a project plan. According to the
plan, version 1.0 will be delivered to DOE/OSS for review and comment by
October 15, 1986, and distribution to the field will begin on November 12,

1986.

D. CSSO Tool Kit

The CCS is researchingftools for improving the computer security pro-
gram at individual systems or facilities. The tools will help administer
computer security and standardize such areas as password generation and
audit-trail analysis. ‘

Programming specificationg for a PC-based password generator and a
file-integrity authenticator for IBM PCs have also been developed. We
have integrated the inputs received from six operations offices and are
developing a plan for the first phase of the CSSO tool kit. Suggested
items include software packéges to help in implementing computer security
requirements, listings of chputer security publications, listings of solu-
tions to generic computer security problems in DOE, and security testing/

certification guidelines.

E. Audit-Trail Analysis

We have developed a preliminary set of specifications for an auto-
mated audit-trail analysis  package to enable a CSSO to detect abnormal
log=in activity. Tentative jplans are to investigate using an expert system
developed for a safeguards| application that interacts with the user to
extend the inference rules%thereby improving the definition of acceptable

activity.

Feo Secure Networks

1. LINK ACE. The Link ACE II was designed and developed by Los

Alamos through the DOE/CCS. A pair of encryption units (one master, one

remote) protects the transmission of unclassified sensitive data over data



links between central computers and remote terminals. These lines can be
either dial-up or direct connections. They will also operate in a 1link
where data from several terminals, PCs, or computers are multiplexed onto
a communications line. With this flexibility, the Link ACE II units (Fig.
1) easily fit into existing networks. The unit consists of a printed cir-
cuit board containing encryption and communications logic, power supply
circuitry, and tamper-detection circuitry. A secure lock box with pick-
resistant locks encloses the unit.

The Link ACE II units were tested before shipment. A final project
report describes the Link ACE II features and applications. Facilities
and applications using the Link ACE II include Los Alamos National Labora-
tory, Nevada Badge System, Nuclear Regulatory Commission, Martin Marietta
Energy Systems, Inc., and EG&G Kennedy Space Center-NASA. The Link ACE II
technology has been transferred to RESDEL Engineering Corporation in
Arcadia, California. RESDEL has a nonexclusive license from the DOE to

manufacture and sell the Link ACE II encryption units.

2 Ungermann—-Bass Network Security Analysis. The Ungermann-Bass

local Area Network (LAN) installed at Los Alamos has been expanded with
additional ports to increase the usage of the network to aid in the evalu-
ation. We exercised the security features of the test system to determine
their characteristics and noted any anomalies for further investigation.
Using this information, we presented a paper at the Ninth DOE Computer
Security Conference. We are continuing our efforts to obtain the source

code for the network software.

3. Measurement of Channel Isolation in a Broadband Local Area Net-

works The Albuquerque Operations Office of DOE (DOE-AL) is installing a

broadband local area network (LAN). This network will provide convenient
access to many of that office's computing resources. To minimize the cost
of providing access to both secure and nonsecure computers, it is proposed
that frequency-division multiplexing be used to provide multiple data-com-
munications channels on the LAN. B consideration in deciding whether
access to classified information can be permitted through this LAN is the
degree of 1isolation that exists between the channels assigned to secure

resources and other channels.

8




Fig. 1. The Link Access% Control and Encryption (ACE) II provides
protection for unclassified sensitive data transmission
between central computers and remote terminals.

The CCS provided measurements of the isolation between channels on
this LAN. We coordinated tﬁe performance of these measurements using a
team of experts from the Eiectronics, Operational Security, and Energy
Divisions of the Los Alamos ENational Laboratory. The testing considered
receiver sensitivity and band?vidth, LAN-signal operating levels, the inter-
modulation distoxtion productés that appear as crosstalk between channels,
and the effect of abnormal dperating conditions on the isolation between
channels.

We expect these measurefuents to provide a sound technical basis for
evaluating the practicality 6f providing data communication services for
more than one level of data processing (for example, classified, private,
administrative) on a single LAN while maintaining adequate security for

the sensitive data. Several DOE sites are installing or using broadband



LANs. Development of appropriate test procedures and criteria should pro-

vide a model for other sites to use in evaluating security performance of

LANs .

Ve SPECIAL PROJECTS

A. WBCN Support

l. WBCN Security Committee Subtask. The Office of Military Applica~-

tions (OMA) has initiated a major program to implement modern methods of
design and manufacturing by using the latest computer-integrated manufac-
turing techniques. OMA has directed the DOE Nuclear Weapons Complex design
agencies and manufacturing facilities to electronically conduct all inter-
actions and document transfers associated with the development of the
Trident II. In response to the directive, a group of representatives from
various DOE and DOE contractor facilities has been formed to 1link the
necessary facilities involved in the Trident II effort. This network is
named the Wide-Band Communications Network (WBCN). Center personnel have

been active in this group from its beginning.

2. Document Phase II Security Requirements. A member of the Center

chaired the group that wrote the Master Security Plan and the Site Secu-
rity-Plan Outline and revised the Security Requirements for Phases I and
II. To achieve the necessary concensus document, drafts were prepared and
circulated. Modifications were incorporated into the second drafts, and
the drafts again circulated until a consensus document was achieved. The
final reports were approved and issued. The documents for Phase III are

now going through the same process.

3. Common-Time Module. Because management must be able to correlate

network events that have security or operational significance, the Center
is developing a common-time module that ensures that each WBCN gateway can
access an accurate clock. The equipment being tested derives the time from

the NBS standard time using Radio Station WWV frequency transmissions.

10
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4. DEC Software. The WBCN Data Encryption Standard (DES) software

suite including encryption, kéy distribution, key management, and support-
ing software is installed a#d running on the ILos Alamos WBCN gateway,
operated by Los Alamos grouﬁ C~5. The NSA-supplied DES keying material
has beén received and installed on the gateway. Software documentation,

preparation of a users' manual, and operator training are proceeding.

5. Test Bed., To support the DOE in its efforts to develop a data

communication network to eleqtronically conduct interactions and transfers
of documents throughout the DFE Nuclear Weapons Complex, a computer systems
and communications circuits ‘ystem has been installed at the Center. Be-
cause both the Nuclear Weapo?s Complex WBCN and the DOE Telecommunications
Operational Model (OPMODEL) s%tellite communications project, Phase I, have
selected Digital Equipment C%rporation (DEC) computer hardware and soft-
ware products, the WBSTB hasibeen developed using the same products. The

|
WBSTB as originally defined consists of two DEC VAX 11/730 computers, each

\
equipped with two communicatibns interfaces and interconnected with a full-
duplex, simulated communicatiLns circuit. This arrangement emulates either
a pair of network gateways oﬁ a wide-~bandwidth network or one gateway and
an attached, local computer. An additional VAX 11/730, obtained through
the DOE excess property list, provides the ability to emulate a computer
connected to a wide-band net%ork through the two 11/730 gateways.

The construction of a DOE/CCS computer laboratory located in Building

114 and the installation of the WBSTB hardware were completed. The new
computer facility (Fig. 2) @onsists of power and air-conditioning equip-
ment, has a raised floor andiwireways, and provides a physical layout and
environment consistent withjmodern computer standards. The installation
of operating systems VAX/VMSjversion 4.1, DECnet networking software, and

|
FORTRAN 77 and C programming [language software was completed.

Be. SPARTA Contract

The Center has contrac%ed with SPARTA to provide support for WBCN
security testing. This workjwill ensure that the security features of the
network achieve their goals;?that the physical, personnel, and communica-
tions security assumptions aﬁe documented; and that the analysis and report

will pertain to the WBCN gatéway computers.
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Fig. 2. The Center's computer laboratory houses the Wide Band
Security Test Bed and provides a physical layout and
environment consistent with modern computer standards.

VI. DOE HEADQUARTERS DIRECTED ASSISTANCE

A. DOE/NCSC Council

Center personnel participated in quarterly meetings of the DOE/NCSC
Council. We presented the DOE Center research and development plans to
the Council, and Center personnel were represented on two working groups,

Secure Networks and Training.

B. I&E Support

At the request of the DOE Office of Safeguards and Security (DOE/OSS),
the Center provided assistance to the Inspection and Evaluation (I&E) Stan-

dards and Criteria Computer Security Working Group. Center members chaired

12




the continuity of operation% working group and the ratings working group
and participated in the geﬁeral committee meetings. The continuity of
operations working group drafted a report and submitted it to the DOE/0OSS
for review. In revisions Eo the draft, citations from applicable DOE
Orders were added to all Standards addressed by current DOE policy. The
group also drafted suggestions for policies for Standards that are not

covered by DOE Orders.

VII. EXPLORATORY RESEARCH ANﬁ DEVELOPMENT

Inspection of electronic data processing (EDP) equipment and asso-
ciated hardware to detect q%authorized modification includes transporta-
tion of the suspect equipm%nt to an inspection facility, disassembly of
the equipment, and x-ray or &adiography of suspected components. The cost
associated with these activities can be great, for example, the cost of
transporting the equipment %rom a foreign country to a facility in the
U.S. or the loss of use of khe equipment. To address this cost problem,
we are investigating the foliowing areas:

. Are there automatei means of detecting unauthorized modification

of EDP equipment? ?

i Are there unique &signatures" associated with EDP components,

which can be used aé standards for future comparisons?

. Are there automateé means to detect the presence of chip-level

substitution, addit*on, or modification?

. Is it possible to détect unauthorized modification of software?

The approach to this po&ential research program is to develop a vari-
ety of‘detection devices ran%ing from portable devices with low=- to inter-
mediate-level detection capabilities for in situ testing to devices with
very high detection capabi}ities for testing laboratory-based critical
components. Several promisﬂng techniques consistent with this philosophy
have been identified and in%lude methods based on acoustical, electromag-
netic, and optical phenomena%

Digital imaging technidues can be used to collect, enhance, analyze,
and present data originating‘from acoustical, electromagnetic, and optical

phenomena. We conducted preliminary experiments with a charge~coupled

13



device camera to image “before" and "after™ situations to detect chip-level
modification of a printed circuit board. The results clearly show that
such modification can be detected easily. We are also considering holo-
graphic interferometry as a tool. Early results suggest that this method
could provide very high detection capabilities. Current activities include

infrared imaging and further work on image-processing software.
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